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OSCOR Max Case Contents

ONU AWM R

- 230889 GW

OSCOR Max Final Assembly
Cleaning Cloth (lying on screen)
Li-lon Rechargeable Batteries (2)
Multi-Purpose Probe (MPP)
USB-C Power Supply (100W)

U.S. Power Cord

Euro Plug Adapter

Stand-Alone Dual Battery Charger

10.
11.
12.
13.
14.
15.

Headphones (2) in zippered case
USB-C Hub (with HDMI Port)
RG-59 Cable

MPP Cable Assembly

128 GB Thumb Drive

MPP Breakout Cable Assembly
Directional Antenna with Cable



Introduction

The OSCOR Max spectrum analyzer is the latest addition to REI's OSCOR product line. This Quick-Start
Guide is intended to familiarize a new user with the basic features, general operation, and hardware
setup.

Precautions
e Take care to protect the 2.4 Connector with the provided dust cap when the connector is not in
use. The connector is vulnerable to static discharge. (See p.3)
e Use the kickstand whenever the OSCOR Max is placed on a surface to facilitate air circulation.
Soft surfaces are not recommended.
e The USB Type-C interfaces do not support Thunderbolt devices or protocols.

Equipment Description

OSCOR Max Inputs/Outputs

Py —
IF ouT wiFl

375 MHz EXT

Device Back

1) 2.4 mm Connector — supports 9 kHz — 8) USB Port
43 GHz (see p.3 caution) 9) USB-CPort1

2) 2.92 mm Connector — supports 9 kHz 10) USB-C Port 2
— 18 GHz antennas, including the For both USB-C ports 1 and 2:
provided DA -16 Directional Antenna e USB-C3.1Gen2PDAM

3) USB-C MPP — (USB 2 only, does not e PD-Power Delivery
support OSCOR Max Power Supply) e AM - Alt Mode

4) IF out — SMA Connector 11) Headphone Port

5) WiFi EXT — SMB Connector 12) Kensington Lock Slot

6) Micro SD card slot 13) Microphone Port (for future

7) Ethernet Port applications)



Main Display

Powering On/Off

To view the touchscreen display, lift the antenna panel. On the main display, the power button is
located above the top-left corner of the touchscreen. To power on, press the power button. To power
down the unit:

o Swipe down from the top of the display
e Select Shutdown from the options in the power panel (note this panel also contains the volume
control and display brightness controls)

Restart Shutdown Lock

e Select Shutdown from the pop-up Power Options

O

Power Options

X cancel (D) shutdown ® Restart

Or

e Tap the power button to bring up the pop-up Power Options
e Select Shutdown

Touchscreen Display and Mode Selection

Mode Selector — to bring up all Modes (which are hidden on first powering up), press the current mode
icon in the upper left corner (this also hides the Mode-Specific Options)

Mode-Specific Options — to access Mode-Specific Options, press the current mode icon (this will hide
the Mode Selector). Selecting these options will bring up various panels on the right and/or bottom of
the screen, depending on each mode and selected tool.

Status Bar — This bar is displayed in all modes and contains the clock, battery status, current mode, etc.



Spectral Settings — This area is present in Sweep, Analyze, SmartBars™, and Spectrogram. It contains
frequency information and keypad input controls.

& Status Bar

Help @ . _ SWEEP Antenna Panel 1) Gain: 0 48 1005__J®  132PM
:-:::m :; , -20dBm  10dBm 4 000000 GHz  102kHz  0wom-s0GH :-::gm z:: R
Mode . n Spectral Settings
Selector

Mode-Specific
Options




Quick-Start Exercises

This section provides short exercises to familiarize the user with basic OSCOR Max functions and
capabilities. These exercises are provided with minimal explanation and assume that the unit is turned
on before starting. Detailed explanations of OSCOR Max functions and procedures will be provided in
the upcoming User Manual. Six (6) exercises are provided:

Exercise 1: Analyze Mode (Find a Radio Station)
This exercise directs the user to tune into a local radio station using both Sweep and Analyze modes to
demodulate the signal. During the exercise, the user can also practice using the touchscreen controls.

The default mode when powering on the OSCOR Max is Sweep Mode. This mode sweeps the full
spectrum between 10 kHz and 43 GHz. (Sweep Mode Options are Detail Zoom, Traces, Signal List, Raster
Waterfall, and Persistence). To find and listen to a radio station, perform the following steps:

1) In Sweep Mode, tap inside the Cursor Frequency Box (located in the Spectral Settings) to
bring up the numeric keypad

Cursor Frequency Box

Help @
.. 0.000000 Hz -20dBm 10 dBm 4.000000 GHz |'02kHz  osoHz-s006H: 8.000000 GHz
Spectral 4.000000 GHz 8.000000 GHz

; Spectral
Settings = 2 Settings

2




2) Type the frequency of the desired radio station in the numeric keypad and either select the unit
(or press Enter if the appropriate unit is already selected)

Antenna Panel (1) Gain|

-20 dBm 10 dBm 4'000000 GHZ 10.2 kHz 0.00 Hz - 43.00 GH

4.000000 GHz
Numeric

< 2 |C Keypad

9
6
3

It is not necessary for this exercise, but if desired, zoom in on the signal by pressing the Zoom In
button (Note: Zoom Out, Return to Spectrum, Detail Zoom, and Pinch-to-Zoom are available to
control the touchscreen display). The full spectrum will always be displayed at the bottom of the

screen.
Help @ = CSWEEP
36.000000 MHz -20dBm  10dBm g9 500000 MHz 102KkHz oww-swcw 161.000000 MHz
98.500000 MHz 125.000000 MHz
Left/Right
Pan
Return to
Full Spectrum
Detail
Zoom
Zoom In/Out




3) Toggle on the Mode Selector by tapping the current Mode icon (note that Mode-Specific
Options are hidden while all mode icons become visible)

telp @ =

0.000000 Hz 10 dBm 4.000000 GHz  '02KHz  oootz-s00Gk: 8.000000 GHz

4.000000 GHz 8.000000 GHz

>

4)

Help @ &
0.000000 Hz -20dBm  10dBm g 500000 MHz '02kHz OwH-s00cH: 8.000000 GHz
4.000000 GHz & 8.000000 GHz




Analyze Mode is now displayed, with the cursor (selected) frequency zoomed in on

(regardless of span displayed in Sweep Mode). Mode-Specific Options are visible by default

upon entering any mode.
Help @

43.812500 MHz -20d8Bm  10dBm g £0OOOQ0 MHz 102KHz 481 MHz- 15319 Mm: 153.187500 MHz
98.500000 MHz - 109.375000 MHz

Help @ — Pt

43.812500 MHz A
20dBm  10d8m 98 500000 MHz
98.500000 MHz 109.375000 MHz

10.2kHz  43.81 MHz- 153.19 MHz 153.187500 MHz




Below the spectrum display, the Demodulation panel appears. Note the volume control button
with volume level, off, and squelch options. The user should now hear the selected radio
station.

Help @ T Antenna Panel (1) Gain: 048 100%(__J@®  1:24Pm

98.500000 MHz 10.2 kHz  43.81 MHz - 153.19 MHz 153.187500 MHz
98.500000 MHz . 109.375000 MHz

43.812500 MHz -20dBm 10 dBm

System Volume

Any signal selected by the cursor in Sweep Mode can be analyzed in Analyze Mode using the
various Mode-Specific Options. These include Traces, Signal List, RSSI, IQ Recording, Raster
Waterfall, and Persistence.

With the completion of this exercise, the user should be able to select a radio station in Sweep

Mode, then switch to Analyze Mode to demodulate the signal and listen to the broadcast. They
should also have been introduced to basic touchscreen display controls.

10



Exercise 2: SmartBars Mode
This exercise aims to introduce the user to SmartBars by detecting and locating a simulated threat
device, generating a signal list, and saving it to an external drive.

For this exercise, a LoRa (from “long range”) Meshcore device is used. LoRa devices are low-power long-
range radios that communicate in small-burst transmissions and can broadcast up to 5 kilometers
(urban) or 15 kilometers (rural). They operate on unlicensed radio bands and make use of Chirp Spread
Spectrum (CSS). These “chirps” can be detected in SmartBars mode.

1) Select SmartBars M mode (See p.4 for mode selection)

2) Select Start to collect a reference trace

Show Tutorial >

w

Load Start

Load From Reference File Start and Generate New Reference

Generation Options:

0 Hz - 8 GHz 0 Hz - 43 GHz Zero Reference

Signal Resolution Threshold:
" 20d8 -.

Ideally, a reference trace is collected in the hallway or an adjacent room.

11



4) Allow Referencing for at least 5-10 minutes (an even longer reference can better eliminate
expected signals), then select Next

Help @ =
0.000000 Hz 43.000000 GHz
~ 21.500000 GHz 43.000000 GHz

SmartBars are shown on the display below. Red represents the peak signal power, and yellow
represents the current signal power. Notice that the Signal List is empty, because no signals
have crossed the threshold of -20 dBm.

Help @

0.000000 Hz 0.000000 Hz - 1.433105 GHz 43.000000 GHz
21.500000 GHz i 43.000000 GHz

Signal List Empty

Generate Now?
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5) Activate the LoRa transmitter (to simulate new RF energy)

Help @

& (000000 0.000000 Hz - 1.433105 GHz 82 000 GHE
21.500000 GHz ni 43.000000 GHz

s
910.517375 MHz
910.537720 MHz ;
910.547892 MHz‘ :
;11.687215 MHz -

911.727905 MHz

912.358602 MHz
™ 62,760 ki

Observe SmartBars — both the bar that is now above the threshold and the automatically
generated signal list. Of the 30 bars covering the entire frequency span of 0 — 43 GHz, one
contains the “threat signal,” which was not present during the reference trace.

6) Double-tap the bar in the screenshot above

Help © B t Bars 100%(_ )% 11:52am

| 641021729 MHz 641.021729 MHz - 652.404785 MHz 1.050812 GHz
845.916748 MHz in 409.790039 MHz

S (P v
795150757 MHz
910507202 MHz" »
9"0527547 MHz i
910547892 -

1.720973 éHz
_.1.821030 GHz
1.821050 GHz -
‘71.17‘!21060 GHz
1866328 GHz b
1.868423 GHz

1.874415 GHz

2.419479 GHz

2.436427 GHz

Untitiod *

Again, note that the next set of SmartBars has divided the first bar’s frequency span into 30 bars

7) Select the bar (above) by double-tapping it

13



This will bring up the spectrum zoomed in on the signal. Use the display controls to pan the
spectrum (if needed) and move the cursor to the signal. When viewing the spectrum through
SmartBars, the Raster Waterfall automatically opens.

8) Use the LoRa device to again send an RF burst

903.331728 MHz 910.496256 MHz
910.182924 MHz ii

WATERFALL X

9) Observe the burst in the Raster Waterfall

10) Double-tap the signal in the Signal List to bring up the Signal Details window

Signal Details

Frequency: 910.52754720 MHz
Bandwidth 2.3499 MHz
dBm -24 dBm
First Seen: 3/20/2026 8:48:03 AM
No note has been added.
Last Seen 3/20/2026 8:48:03 AM

# Times Seen: 1

Classification: Meteorological Aids

? v

Unknown  Friendly Threat

11) Add any notes, classification, or view details, then select Save or Save and Close

14



12) Save the signal list by selecting Save As

Frequency
7_73.310343 MHz
7V7‘34320516lMl7-Irz
7_74.032593;MH1
774.042765 MHz '

2.401759 GHz

2.401891 GHz

2.402033 GHz

With the completion of this exercise, the user should be able to operate SmartBars and the Raster
Waterfall to detect and locate a threat signal and then save the signal list. Saving a signal list is a

feature in other Modes and operates similarly.

15



Exercise 3: Sweep Mode (Introduction to Math Traces)

This exercise aims to introduce methods for detecting and locating a threat signal using Peak Traces,
Math Traces, and the Raster Waterfall. In this example, a car key fob is used. This exercise makes the
following assumptions:

e Two rooms are being compared: Office A and Office B
e The transmitter is located in Office A

1) If not already selected, enter Sweep Mode
2) Open Traces from the Mode-Specific Options

Help @ R _SWEEP. 100% ()@ 12:50 AM
4.000000 GHz 10.2 kHz 0.00 Hz - 43.00 GHz

8.000000 GHz
8.000000 GHz

0.000000 Hz -20dBm 10 dBm

Traces

Observe the Traces Panel on the right side of the screen. On the display, there are yellow and
red traces. These are the Current (yellow) and Peak (red) Traces.

3) Select Peak Trace in the Traces panel Traces

This brings up three options: Edit, Save, and Clear. Note the
sweep counter resets when Clear is pressed and
immediately begins the sweep count again. The trace count
keeps track of how many sweeps are counted in each Peak
Trace.

4) Begin with Office B
This room will be for the Baseline Trace. The Baseline Trace is intended to find expected signals

in a neutral space. This space can be a nearby office, hallway, etc. It is not the space to be
secured against threat signals (that will be Office A), but it should be nearby.

16



5) Clear the Peak Trace

While the trace count begins each time the OSCOR Max is powered on, it is a good practice to
clear the Peak Trace when beginning a sweep.

6) Allow the Peak Trace to collect signals

7) Save this Peak Trace by selecting Save
a. Select or create the destination folder
b. Name the file “OfficeB”
c. Tap Enter and then Save to save the trace

Destination
Folder

OfficeB.peak

T
Note that the Office B trace is now visible in the e

trace panel (and in the spectrum display).

8) Next, move to Office A

This is the room to be secured. Here will be the “threat” device — the car key fob.

9) Clear the Peak Trace again

17



10) While collecting signals, depress the key fob to generate a new “threat” signal

11) Save this Peak Trace by repeating Step #7, a — c, but label the trace as “OfficeA”

Note the Office A trace is also now visible in the traces
panel.

Traces

Bpand = Traces

12) Open the Math Setup by selecting the math n icon

& MathSetup © '

Select Primary Trace

Peak Trace

13) Select Office A trace as the Primary Trace
14) Select Office B trace as the Baseline Trace

15) Select Create Math Trace

18



Observe the lower window with the Math trace in blue. (When comparing Math traces, it may
be easier to view the Peak and Current Traces by toggling off the Office A and Office B traces by

tapping their eye - icons.)

Help @

929.930796 kHz 20dBm 10 dBm 672.804931 MHz

311.061855 MHz 10.2 kHz 0.00 Hz - 43.00 GHz

336.867431 MHz 671.875000 MHz

Traces

Math Trace (dB)

o

16) Clear the Peak Trace again
Observe and Compare the Peak Trace (and Current Trace) with the Math Trace. The expected
signals from Office B have been subtracted from the Office A signals, leaving only potential
threat signals to explore and locate (blue trace).
Using the pan buttons, Pinch-to-Zoom, swiping left/right, and zoom buttons, work through the
spectrum until the key fob signal is found. (Hint: they are located at 315 MHz or 433 MHz for

most cars. For this example, the signal is at 315 MHz.)

17) Move the cursor to the signal location and zoom in further

19



18) Open the Raster Waterfall Mode-Specific Option by tapping on the waterfall HII icon

Help @ 3 _ SWEEP

313.687744 MHz : .00 Hz - 43. 2 316.312256 MHz
20dBm 10 dBm 315.000000 MHz 10.2 kHz 0.00 Hz - 43.00 GH:
315.000000 MHz 2.624512 MHz

Traces

Edit  Save  Clear

Traces: 53,932

Math Trace (dB) .

e G

WATERFALL X

Help @

313.687744 MHz o i - 43, 316.312256 MHz
20dBm 10 dBm 315.000000 MHz 10.2 kHz 0.00 Hz - 43.00 GHz
315.000000 MHz 2.624512 MHz

\ Traces
. ‘

Math Trace (dB)

R,

WATERFALL X

Watch as the signal appears in the Raster Waterfall and note that the signal also appears in the
Peak Trace. The Raster Waterfall is an effective search tool when locating a potential threat
device. When nearing the signal source, the size and color of the signal will indicate increasing
proximity.

After completing this exercise, the user should be able to create a math trace and use it to find
potential threat signals and locate them using the Raster Waterfall.

20



Exercise 4: WiFi Mode

This exercise familiarizes the user with WiFi Mode by detecting and locating a cellular phone. WiFi Mode
detects and lists nearby WiFi signals at 2.4 GHz, 5 GHz, and 6 GHz, with classifications by type, SSID,
Manufacturer, Frequency, dBm, and Channel numbers. The user can then select a device to view further
details (Focus) and locate it using the RSSI histogram and bar.

1) Set the phone’s WiFi MAC address to Device MAC (or Fixed for Apple phones) instead of
Randomized/Rotating, and make note of the 12-digit hexadecimal number

In this exercise, the example cellular phone’s WiFi MAC address is: FE:AE:6E:72:34:9A
2) Stream video with the phone (over WiFi)
3) Select WiFi Mode (see p.4 for mode selection)

4) Press Start to begin collecting WiFi signals

Help (%]

:n.. 3l [Ea) e

ry MAC Address TYPE

5) Locate the device’s WiFi MAC address in the list

Scanning Channe: 1 Focus &3

ssip MANUFACTURER
Randomized MAC
Randomized MAC

SpectrumSetup-78 ASKEY COMPUTER CORP 24GHz
SpectrumSetup-48 DWnet Technologies(Suzhou) Corporation 24GHz

[SESESESISISISISESISTSTS I

X Clear Peaks X Clear Averages Dwell Time:  25ms 2s Show Bands: | 24GHz || 5GHz 6GHz

24 1 2 3 4 5 6 7 8 9 10 1 12 13 14 |8 S 9 36 38 40 42 42 44 46 48 52 54 56 58 58 60 62 64 100 102 104 106 106 108 110 112
aHr G

X

2o 116 118 120 122 122 124 126 128 132 134 136 138 138 140 142 144 149 151 153 155 155 157 159 161 165 169 173

v
au H= [ =

6 | 13 17 19 21 23 23 25 27 29 33 35 37 39 39 41 43 45 49 51 53 55 55 57 59 61 65 67 69 71 71 73 75 77 81 83 85 87 87 89 91 93 97 99 101 103 103 105 107 109 113 115 117 119 119
e
X 121 123 125 129 131 133 135 135 137 139 141 145 147 149 151 151 153 155 157 161 163 165 167 167 169 171 173 177 179 181 183 185 169 191 193 195 195 197 199 201 205 209 211 213 215 215 217 219 221 225 227 229 231 233
A

v

A

Notice the list has columns for (number) #, MAC Address, Type (Access Point, Client, and
Secure/Non-Secure), SSID, Manufacturer, Frequency, Power (dBm), Channel, and ID (awaiting
user input). At the top, there are options to view Device Details, Focus, and Deselect.

21



6) Tap on the device to select it within the list to highlight it

Scanning Channel: 140 Device Details Focus

ssiD MANUFACTURER
Randomized MAC
Randomized MAC
Randomized MAC
Randomized MAC
Randomized MAC
Ubiquiti Inc
Randomized MAC
Ubiquiti Inc
Randomized MAC
Randomized MAC
SpectrumSetup-78 ASKEY COMPUTER CORP 24GHz
SpectrumSetup-48 DWnet Technologies(Suzhou) Corporation 24GHz

[SlSSISESSISTSISESSSEE

X Clear Peaks Dwell Time: 25ms 100 ms 500 ms. 2s Show Bands: | 2.4 GHz 5 GHz 6 GHz

. ' 2 3

§ 1 5 9 36 38 40 42 42 44 46 48 52 54 56 58 58 60 62 64 100 102 104 106 106 108 110 112
GHr GMe

116 118 120 122 122 124 126 128 132 134 136 138 138 140 142 144 149 151 153 155 155 157 159 161 165 169 173

13 17 19 21 23 23 25 27 29 33 35 37 39 39 41 43 45 49 51 53 55 55 57 59 61 65 67 69 71 71 73 75 77 81 83 85 87 87 89 91 93 97 99 101 103 103 105 107 109 113 115 117 119 119

X 121 123 125 129 131 133 135 135 137 139 141 145 147 149 151 151 153 155 157 161 163 165 167 167 169 171 173 177 179 181 183 185 129 191 193 195 195 197 199 201 205 209 211 213 215 215 217 219 221 225 227 229 231 233
AL

v

AL

7) Observe that the Focus option is now highlighted. (The device can be deselected by tapping
Deselect.)

8) Tap on Device Details to bring up the detail window

2 WiFi Device Details »

MAC:

Current: Average:

Frequency: Frame Count: -65 View Spectrum

Client MAC Client SSID To Client From Client
Byte Count: Channel Activity: 50:06:F5:0B:B8:FE 3 0

o EE:38:83:36:24:37 SANDO1 198 0

Last Seen:

Classification: Scanning Mode:

Channels
? Unknown | ' Friendly 42

Targeted Scan @

ns device's chanr

48

Inactive Threat

The Device Details window contains additional information and allows the user to classify the
device.

22



9) Tap Targeted Scan to exclusively scan the device
10) Use RSSI to locate the device

”o? WiFi Device Details =

MAC:

Frequency:
Byte Count:
Last Seen:

Classification:

I Unknown | « Friendly

Inactive Threat

Type:
Manufacturer:
Frame Count:

Channel Activity:
42 42

Scanning Mode:

Targeted Scan @ ‘

Scans device's channels

L 0 —

Current:

Client MAC Client SSID

EE:38:83:36:24:37 SANDO1

Channels
2
42
48

Average:

-54

View Spectrum

To Client From Client

64 o

With Targeted Scan enabled, the OSCOR Max will scan only the selected device’s signal.

11) Classify the device as Friendly (or Inactive, Threat)

oy

MAC:

Frequency:
Byte Count:
Last Seen:

Classification:

? Unknown |« Friendly

Inactive Threat

WiFi Device Details »

Type:
Manufacturer:
Frame Count:

Channel Activity:
2 42 48

Scanning Mode:

Targeted Scan @ ‘

Scans device's channels

Current: Average:

-52

Client MAC Client SSID
50:06:F5:0B:B8:FE

EE:38:83:36:24:37 SANDO1

Channels
2
42
48

The classification will also appear in the list view’s ID column.

23
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12) Save the list by selecting Export List (see p.15 for detailed instructions)

mn )
1y Channel Strips

L RsSI

o
Smart Scan
(Y

Yc Filters

W= Cearan

r.’_ Import List

13) Return phone settings to Randomization and/or Rotating to restore privacy

This exercise walks the user through steps to generate WiFi traffic, recognize the device in the
list, and use RSSI to locate it. They will also be able to classify the device and save the list to an
external device. In a real-world scenario, the user would work through the list of WiFi signals to
locate and classify them and might compare them with a list of expected MAC addresses.

24



Exercise 5: Bluetooth Mode

This exercise will introduce the user to Bluetooth Mode by detecting and locating a wireless Bluetooth
earbud device. Bluetooth Mode collects signals for both LE (Low Energy) and Classic devices.
Note: Some Bluetooth devices that are paired and encrypted might not be detectable with Bluetooth

Mode.

Begin by ensuring the earbuds are charged, unpaired, and not in pairing mode (usually in a closed case)

1) Enter Bluetooth Mode (see pages 4 and 6)
2) Press Start

. MAC Address

e

—

3) Allow the OSCOR Max to find and list all nearby Bluetooth devices (1-2 minutes)

4) Press Stop

STOP w5 | aasc 0 | oooros 3
MAC Address MANUFACTURER dBm
TC:F9:E9:5A:56:EF Bose Corporation -59

Apple, FindMy -63

FO: 71:FA:CB MeshCore-FO1B6971FACB -63
E8:EE:CC:2A:84:F3 Soundcore Life Q35 Fantasia Trading LLC -66
60:74:F4:01:9A:E1 GBK_H619D_9AE1 Private -79

TYPE Distance ~
(13 im

LE
(13

(13

7

Note the device list contains the following columns: Number, MAC Address, Name (when
available), Manufacturer, Power (dBm), Type, Distance, and ID. The ID column is for user-
determined classification. A single tap on the device’s ID will change it from Unknown to
Friendly, then to Inactive, and finally to Threat. (These options are also available in the Device

Details window.)

25



For this next step, assume these devices are expected signals. In a real-world environment,
these signals would need to be explored before labeling as friendly.

5) Label all signals as Friendly with a single tap on each one (in the ID column)

| Antenna Panel (1) [
= 5 ||aasic 0 | 000125 Scanning Devices... e Det Focus 03
MAC Address NAME MANUFACTURER TYPE Distance
7C:F9:E9:5A:56:EF Bose Corporation - LE im
E8:EE:CC:2A:84:F3 Soundcore Life Q35 Fantasia Trading LLC
F3:CA:EB:16:62:24 Apple, FindMy - LE
F0:1B:69:71:FA:CB MeshCore-FO1B6971FACB - LE

<< J<J< JC)

60:74:F4:01:9A:E1 GBK_H619D_9AE1 Private - LE

7

6) Place the earbuds in pairing mode

7) Press Start to continue collecting signals

_ Antenna Panel (1) |

\

00:01:40 Scanning Devices...

NAME

Soundcore Life Q35 Fantasia Trading LLC
Bose Corporation
Apple, FindMy
MeshCore-FO1B6971FACB

saQmQQ@

GBK_H619D_9AE1 Private

Note the appearance of the earbud device and that it is labeled Unknown. In this instance, the
new Bluetooth Device will show up as both a Classic and LE device because it is broadcasting as
both.

26



8) Tap on the device within the list to highlight it, and then press Device Details

3 Bluetooth Device Details »

MAC: Type:

View Spectrum

Current

Manufacturer Data:

K C Raw Data
Appearence: Tx Power: oy ompany w Da

0006 Microsoft 030180 EFAB497F03 64 04 042442756473 2B

Last Seen: Distance

Service Data
Classification: Scanning Mode:

? Unknown | + Friendly

Targeted Scan

Scans this device only

Inactive Threat
- ’

This device detail window contains additional information about the device. Additional
Manufacturer Data is available with the selection of the arrow located at the bottom right. Note
that Targeted Scan is highlighted. The scan is targeted only to this selected device.

9) Locate the device by using the RSSI graphs (histogram and bar)

10) For this exercise, label the device as Threat
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11) Close the window by pressing X

MAC Address
7C:F9:E9:5A:56:EF

F0:1B:69:71:FA:CB
60:74:F4:01:9A:E1

P

Observe that the list now contains devices previously labeled as Friendly, as well as the newly

found “threat” device.

Scanning Stopped.

NAME
Meadow

Soundcore Life Q35
Buds+
Galaxy Buds+ (ABEF)

MeshCore-FO1B6971FACB
GBK_H619D_9AE1

12) Select Save All to save the list

After this exercise, the user should be able to use the basic features of Bluetooth Mode. They
can now detect, locate, and classify a Bluetooth device, as well as save the list for future

reference and reports.

Focus
MANUFACTURER
Bose Corporation
Fantasia Trading LLC
Microsoft
Samsung Electronics Co.,Ltd

Apple, FindMy

Private
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Exercise 6: Discrete Bands Mode

This exercise will introduce the user to the Discrete Bands Mode and some of its features by detecting
and locating a temperature sensor. For this exercise, the temperature sensor broadcasts at around 433
MHz and sends a burst approximately every 1 minute and 20 seconds.

Note that the screen is divided into two halves: the top will display the full view of the user-selected
band, while the bottom will display all 16 preset bands. Bands can be selected with a single tap.

1) Enter Discrete Bands Mode (see p.4)
2) Power the device and place it in the environment to be monitored

Antenna Panel (1) Gain:0.d8

CENTER cuRsor
457.500000 MHz 457.500000 MHz

CDMA 450 CDMA 8... COMA 8... GPS  GSM 18... GSM 18... GSM 19... GSM 19... WCDMA...  WiFi wiMAX  Public S... WiFi 5GHz WiFi 6GHz KuBand Ka Band

180GHz  1.85 GH;
188GHz 1.9 GH;

Observe that in this exercise, the left-most band (frequency range 420-429 MHz) contains the
signal from the temperature sensor.

3) If the band is not selected and highlighted, tap on the band to highlight it

4) Center the cursor on the signal peak and then zoom in

Antenna Panel (1) Gain: 0 dB

424.109087 MHz 433.803392 MHz

CDMA 450 CDMA 8... CDMA8... GPS  GSM 18... GSM 18... GSM 19... GSM 19... WCDMA...  WiFi wiMAX  Public S... WiFi 5GHz WiFi 6GHz KuBand Ka Band

- L“MM_—-MMM““’M"‘*"‘“ :

192GHz  2.11GHz
199GHz 217 GHz
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5) Observe the Waterfall, both in the band display and the spectral display above it
Watch for the device to send another burst signal and for it to appear in the waterfall

rr—— j===]

424.109087 MHz

433.484087 MHz 433.803392 MHz

442.859087 MHz

= - < >

CDMA 450 CDMA 8... CDMA8... GPS  GSM 18... GSM 18... GSM 19... GSM 19... WCDMA...

WiFi wiMAX  Public S... WiFi 5GHz WiFi 6GHz KuBand Ka Band

|
PN oo A 5o o oo b MO M Wb " iy vt e el S

5

20.00 MHz 764.00 MHz 860.00 MHz 1.15GHz  1.71GHz 2 SHz GHz 1200GHz 2650 GHz
495.00 MHz 869.00 MHz 960.00 MHz 1.60GHz  1.78 GHz 191GHz  1.99GHz  2.17GHz

GHz  18.00GHz  40.00 GHz

6)

Antenna Panel (1) Gain: 0 dB (]
centen c stop
424.109087 MHz 433.484087 MHz 433.803392 MHz 442.859087 MHz Traces

S < >

bt
LG

CDMA 450 CDMA 8... CDMA 8... GPS GSM 18... GSM 18... GSM 19... GSM 19... WCDMA.. WiFi wiMAX Public S... WiFi 5GHz WiFi 6GHz Ku Band Ka Band

mm:wm“-‘-mMMu‘th*—“mm““‘m

z 860.00MHz 1.15GHz  1.71GHz z 6 G GHz  12.00 GHz GHz
z 960.00 MHz 1.60GHz  1.78 GHz 191GHz  1.99 GHz 76! 6 9 18.00 GHz  40.00 GHz
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7) Tap Clear to clear all peaks (button highlighted above)

Antenna Panel () Gain: 0dB ]

424.109087 MHz 433.484087 MHz 433.803392 MHz 442.859087 MHz Traces

99 den

WA i A
Mkt

CDMA 450 CDMA 8... CDMA 8... GPS GSM 18... GSM 18... GSM 19... GSM 19... WCDMA... WiFi wiMAX  Public S... WiFi 5GHz WiFi 6GHz Ku Band Ka Band

A
ww'ﬁ““umm%‘%mmmmmwm

|

|

H

z 115 GHz

z  1.60 GHz

If desired, continue to observe the temperature sensor’s burst signal and note its appearance.
Burst devices should have an intermittent and consistent appearance in the Waterfall. Atypical
behavior of a burst device can indicate a security issue.

8) Tap Edit Bands to open the option

— Edit Bands

CDMA 450
Start:
420.000 MHz
Stop:

495.000 MHz

Enabled

WCDMAS3G DO...

Start:
2.110 GHz
Stop:

2.170 GHz

Enabled

CDMA 850 UP
Start:
764.000 MHz
Stop:

869.000 MHz

Enabled

WiFi
Start:
2.400 GHz
Stop:

2.500 GHz

Enabled

Import Bands [})

The Edit Bands window allows the user to edit bands and then save them. They can also choose

CDMA 850 DOWN
Start:

860.000 MHz
Stop:

960.000 MHz

Enabled

wiMAX
Start:
2.300 GHz
Stop:

5.800 GHz

Enabled

Export Bands (1)

GPS

Start:
1.150 GHz
Stop:

1.600 GHz

Enabled

Public Safety
Start:

4.940 GHz
Stop:

4.990 GHz

Enabled

GSM 1800 UP
Start:

1.710 GHz
Stop:

1.785 GHz

Enabled

WiFi 5GHz
Start:
5.160 GHz
Stop:

5.895 GHz

Enabled

Restore Defaults (O

GSM 1800 DOWN
Start:

1.805 GHz
Stop:

1.880 GHz

Enabled

WiFi 6GHz
Start:
5.925 GHz
Stop:

7.125 GHz

Enabled

GSM 1900 UP
Start:

1.850 GHz
Stop:

1.910 GHz

Enabled

Ku Band
Start:
12.000 GHz
Stop:

18.000 GHz

Enabled

GSM 1900 DOWN
Start:

1.920 GHz

Stop:

1.990 GHz

Enabled

Ka Band
Start:
26.500 GHz
Stop:

40.000 GHz

Enabled

Save & Close @

to import previously saved bands or export the edited bands for future use.

With this exercise, the user has been introduced to the Discrete Bands mode, observed a burst

device in the band (spectrum and waterfalls), and observed the Edit Bands features.
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Modes, Mode-Specific Options, and General Options

Mode Selector

The Mode Selector provides access to all modes. To bring it up, tap the current mode icon. The Mode
Selector is hidden when entering a new mode or upon powering on, and instead displays the Mode-
Specific Options. (See p.4)

Modes

Sweep

Sweep Mode is the default mode at power-up. It sweeps the full spectrum between 10 kHz and 43 GHz.
It has tools to pan, zoom, center, or directly enter a specific frequency. At the top of the screen is the
Spectral Display, containing information about the displayed range. Mode-Specific Options are the
following: Detail Zoom, Traces (including Math Setup), Signal List, Raster Waterfall, and Persistence.

Sweep Screen

The default screen is split into two. The first (top) covers 0 — 8 GHz and the second (middle) covers 8 —
43 GHz. The bottom bar displays the full spectrum with a Detail Zoom window. To expand the window,
click the handles and drag. The entire window can also be moved left and right. Modifying detail zoom,
using the zoom in/out buttons, or pinch-to-zoom will expand the selected split-screen to expand and fill
the space. The full-spectrum bar remains. To return to the split-screen covering the full spectrum, press
the button highlighted in yellow.

Help @ P
i 0.000000 Hz 102kHz  000Hz-43.00GHz 8.000000 GHz Return to Full
. 4.000000 GHz 8.000007 GH= Spectru m

0-8GHz
h
Detail Zoom
WindOW 8_43 GHZ
0-43 GHz
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Analyze

Analyze Mode presents the user with their selected signal (centered and zoomed in) when switching
from Sweep Mode. The tools for display control are the same as those found in Sweep Mode. Mode-
Specific Options are: Traces, Signal List, RSSI, Demodulation, IQ Recording, Raster Waterfall, and
Persistence.

WiFi

WiFi Mode scans for 2.4 GHz, 5 GHz, and 6 GHz signals. The Signal List displays each device by MAC
(Media Access Control) address along with information on Type, SSID (Service Set Identifier) Number,
Frequency, dBm, Channel, and ID. Signals can be selected for analysis with a double-tap, which pulls up

the WiFi Device Details window, with further details and an RSSI bar graph. Mode-Specific Options are
Channel Strips, RSSI, Smart Scan, Filters, Clear All, and Save All.

Discrete Bands m

Discrete Bands Mode displays preset frequency ranges — bands commonly used for cellular, GPS, WiFi,
etc. They are editable via the Mode-Specific Option, Edit Bands. The Traces panel is also available as a
Mode-Specific Option.

Bluetooth

Bluetooth Mode scans for both Classic and LE (Low Energy) devices. The device list includes the MAC
Address, Name (when available), Manufacturer, dBm, Type, Distance, and ID. To see additional details of
the device, a double-tap (after stopping the scan) will bring up the Bluetooth Device Details window.
This contains additional details, classification, RSSI bar graph, and View Spectrum. The Mode-Specific
Options are Passive Mode, RSSI, Filters, Clear All, and Save All.

SmartBars M

SmartBars Mode provides a quick and easy method to detect unexpected signals in an area to be
secured. A reference trace eliminates expected signals from the environment and only shows the
remaining signals indicated by bars (showing peak and current signals, see Exercise 2, p.11). The Signal
List is automatically generated and comes with Threshold and other controls, as well as options for
saving. The Mode-Specific options are Signal List, Alerts, Clear SmartBars, Save Reference, Edit
Threshold, and Restart SmartBars.

Spectrogram HII

Spectrogram Mode captures a series of traces and displays them in a waterfall format. This records the
RF spectrum over a period of time to easily identify intermittent transmissions such as burst
transmitters. Before waterfall recording begins, there are options for setting the Start/Stop Frequency
Range, Record Duration, Peak Interval, and Schedule. The recording is saved to the hard drive
(removable) and can be transferred to the user’s USB device using the File Explorer. Mode-Specific
Options are Traces, Signal List, RSSI, and Stop Recording. (This feature will be coming in a future
software release.)
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General Options
These features are always visible in the display.

n Settings — General, Storage, Theme, About, ITU Regions
File Explorer — Hard Drive, User Storage Device
n Screenshot — tap to capture a screenshot of the current display with prompts to save

E Expand Menu — tap to expand menu items to include names

This Quick-Start Guide is intended to introduce the OSCOR Max Spectrum Analyzer and its basic uses
and features. A full User Manual is forthcoming. Check with REI for availability.

This Quick-Start Guide contains proprietary information intended solely for use with the OSCOR Max.

REI offers training courses that include classroom instruction and hands-on exercises. The progressive
course curriculum is designed for the beginner or the seasoned Technical Security Technician.
Regularly scheduled courses are taught monthly — visit REl’'s website (wWww.reiusa.net) or contact RElI
(sales@reiusa.net) for training dates.

The Serial Number of each OSCOR Max is located on the back of the unit. Please record this number
and refer to it whenever you contact your dealer or Research Electronics International concerning
this product. Note: Removal or alteration of the serial number automatically voids all warranties of
this product.

SERIAL NUMBER:
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