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6. Analysis Observations:

e This trace analysis clearly shows that the signal is strongest in Room 1 followed by
Rooms 2, 3, & 4.

e The transmitter is in Room 1 or is located in the North-West direction from Room 1. In
this case, the transmitter could be found using the OSCOR RF locator probe in Room
1.

e Room 2 appears to be about the same distance from the Transmitter as Room 3, but
Room 2 only has 1 wall separating from the transmitter therefore, Room 2 has a
stronger level than Room 3.

e Room 4 is the furthest distance from the transmitter, however, the door alignment
between the transmitter and the Room 4 OSCOR location is such that Room 4 signal
level is almost as high as Room 3.

7. Print Reports
a. Save the Log File
i. Click on “Show Auto” (if the auto mode menus are hidden.)
ii. Clock on the Save or Print Buttons to preserve the Log File Data.

O

b. Open the Signal Lists by pressing the Signal List Button (The sign@must be
displayed in the analysis window to be printed.

c. Click on the Print Button to open the Print dialogue. (Note: Individual lists and files
can be printed by right-clicking on the file tree.)

O
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Some other useful OPC Functions

Data Control Functions — These buttons provide a quick method for controlling and transferring
the data that is stored in the OSCOR or the PC as well as some additional controls.

7T TN

OSCOR
Erase | g4 \Eellve Configure
Files  Files to €S Retrieve  Audio
OSCOR OSCOR controls

Data

OSCOR Peak Protected Function

Whenever the “Peak Protected” is displayed in the OSCOR screen or checked in the OPC
display as shown below, the Peak Trace mode is disabled. Whenever an Auto mode (Peak
Trace Capture) is stopped, the Peak Data is automatically protected and not new data is added
to Peak trace data. This function is built into the OPC/OSCOR normal operation to prevent the
accident of moving the OSCOR to a new location before saving the peak data to file.

b 2oy
Span

|
|
| e
I

ST Do iU

Update OSCOR Time Clock
Click on the Tool Button and click on the appropriate Functions of interest.

| & OSCOR # 1007 Configuration g|
Statuz ] Mote ] Automace ] Defautts ]

QOSCOR #1007 Yersion and Cortact Infarmation
OSCOR Program Key version 5.0104
For assistance contact your dealer or
RESEARCH ELECTRONICS INTERMATIONMAL
455 Security Place +1 931-537-6032
Algood S5 net

OR #1007 DatelTime Setting
W =vnchronize the O3COR Clock with the PC Clock.

QOSCOR #1007 Securty =etng

l Thiz O=COR iz unsecured and can be operated
=] manually.

[Thiz O=COR can be zecured to reduce the rizk of tampering.
[Thiz: might ke done, for example, during in-place monitaring.
en secured, the OSCOR display iz masked and its kevboard

nopetr ahble.
OSCOR #1007 Ok m
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Recommended Consolidated RF Mapping Procedure

1. Setting up OPC to prepare for a sweep.
a. Start OPC and Connect to OSCOR.
i. Click on New Job
ii. Label Job as desired

b. Click on “Number of Bands to Show” and select 3, 4, or 5. This makes it easier to
see the spectrum.

c. Click on the Lock button to Lock the OPC to the OSCOR. This is not required, but
recommended to minimize confusion between the OPC analysis screen and the
OSCOR display screen.

d. Turn on the bug in one of the rooms. (Room 1 for this example).

2. Loading and Saving Friendly Signals - Take the OSCOR outside of the building to Load
Friendly.
a. Start Load Friendly

i. Click on “Show Auto” to open the Automatic Set-up
ii. Select Load Friendly

lii. Check Clean Start-Erase All

iv. Collect Traces and Signals Only

v. Click “Start” then “Yes” to proceed.

vi. Stop Load Friendly after at least 1 Cycle has been completed.

vii. Show the Signal List — Click on the “Show/Hide Signal List”

b. Save Load Friendly Signals to file - Right-Click on OSCOR Signal List to “Save
As”.

c. Classify Friendly Signals

i. Click on the Frequency band information button.
ii. Select the region of interest and select OK.
iii. Inthe USA, you can select FCC to get further specific signal information.

d. Hide Signal List

3. Loading and Saving Friendly Traces - Take the OSCOR outside of the building to Load
Friendly.
a. Loading Friendly Traces
i. Click on “Show Auto”
ii. Select Load Friendly
iii. Un-Check Clean Start (You do not want to erase the previously saved
Signal data, but if you have not previously loaded Friendly Signals you
should Check Clean Start to make sure that you are not mixing data from
another sweep.)
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.
b. Allow the OSCOR to Capture Data as long as possible. Click on “Stop Auto”.
c. Saving Trace Data to File — Right Click on OSCOR Friendly Trace to “Save As”
4. Capture Peak Trace Data in Rooms of Interest — Take OSCOR to each room and repeat
steps:
a. Capture Peak Trace Data of a Room
i. Click on “Show Auto” to open the Automatic Set-up
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ii. Select “Auto Search
iii. Check the “Clear Peak Trace”
iv. Select “Collect Traces Only”
v. Click “Start” then “Yes” to proceed.
vi. Allow the OSCOR to Capture Peak trace data for as long as possible or until
at least 4 Cycles have been completed.
vii. Click on “Stop Auto”
b. Save Peak Trace for Room - Right click on the OSCOR Peak Trace File to “Save
As”
c. Steps a and b, should be repeated in each room of interest.
5. Analyze Trace Data
a. Prepare Analysis Display
i. Right Click on each saved trace to specify a trace color if desired.
ii. Hide the OSCOR display using the show/hide buttons if desired.
b. View Difference Spectrum of Peak minus Friendly
i. Select a Room to use for first analysis
ii. Un-select other rooms
iii. Select Friendly trace to view
iv. Select Difference Mode — Select order of Difference Mode (Peak-Friendly)
Zoom in to suspicious signals
Change the number of display bands to a single band for single signal analysis
Turn off the Difference view
Turn each of the Rooms View ON
6. Analyze and Locate Signals of Interest
7. Print Reports
a. Save the Log File
i. Click on “Show Auto” (if the auto mode menus are hidden.)
ii. Clock on the Save or Print Buttons to preserve the Log File Data.
b. Open the Signal Lists by pressing the Signal List Button (Signal lists must be
displayed in the analysis window to be printed.)
c. Click on the Print Button to open the Print dialogue. (Note: Individual lists and files
can be printed by right-clicking on the file tree.)

~0 Qoo
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Addendum 1
OSCOR Trace Sequence Recording

March 2008

The latest OSCOR OPC software release (version 5.05) incorporates a new bonus feature, Trace
Sequence Recording and Review which is designed to capture a series of traces that can be
displayed in a graphical style often referred to as a waterfall display.

Trace Sequence Recording, which can be run in manual or Auto mode, continuously records trace data into a
sequence file. Trace Sequence Review displays the captured trace data in a waterfall format. Since R.F. energy
levels are captured with a time stamp, it is easy to determine when a particular signal was detected.

Trace Sequence Recording is available only while OSCOR is connected to the OSCOR OPC software.

To Record a sequence in Manual Mode:

Set up the OSCOR in the normal way, selecting the input, span and other settings.
Then click on “SEQUENCE"” as shown at the right to display the Trace Sequence
Configuration panel. Here there are options to limit the collection size, set time
spacing, and supply a file name.

Limit: Because trace sequence files can get very large, the number of traces
collected can be limited. Each trace may require up to 60k bytes of disk
space; 1,000 traces could consume 60 MB; 10,000 traces, up to 600
MB. At 30 seconds per trace, the latter could cover three days of recording.

Interval: This sets the minimum time spacing between

traces collected. However, OPC will wait until a [ N R o = L TN,
trace is fully captured before writing to file, so the gl [~ Trace Sequence Record toree
time spacing may be greater than what is shown. [ i sec

When multiple OSCOR sweeps occur during the _ Review | |5|:||:| a: ||:| a: |1E a:

interval, OPC keeps the peaks and saves a single

merged trace to file. This allows optimization of file |C:LOPCITestiequence! tsed _ Browse |
sze versus fime stamp resolution. T
m 1 % £ A

Browse: You may accept the default Trace Sequence file
name or enter one of your choosing. Trace Sequence files use the extension “.tseq”.

Start / Stop: Click this button to start or stop trace sequence recording in Manual mode.

Review: Click this button to review the current trace sequence file.

To Record a sequence in Auto Mode: B L[| & | ~~ ] A ]
Set up the OSCOR in the normal way for Auto Mode, Auto Mode— - Start Options

selecting the spans and other Auto Mode parameters. Set Load |7|_ Clear Peak Trace Start |
the Trace Sequence Limit, Interval and filename as described Friendly |~ Collect Traces and Signals

above under Manual Mode. Click “Show Auto” to access v g‘;’;ch (¥ Collect Traces Crily —

the Auto configuration panel. Record Trace Sequences can

]
only be checked when “Collect Traces Only” is selected. n seauence || - | [ Sequence - |
755.0000

Click start to begin Auto Mode with Trace Sequence
Recording.

455 Security Drive * Algood, TN 38506 USA + TEL +1 931.537.6032 Research Electronics Intl® /L__I
800.824.3190 (US ONLY) * FAX +1 931.537.6089 * www.reiusa.net TECHNICAL SECURITY SPECIALISTS ’ ~%f

© Copyright Research Electronics International 2008



http://www.reiusa.net
http://www.reiusa.net
http://www.reiusa.net/cgi-bin/main.cgi?action=view&ct=company&id=1010727163204323

Addendum 1, continued.

To Review a sequence:
Click either the Sequence/Review menu item or the Sequence/Review button on the Trace Analysis window
to open the file select dialog. Find and open the desired file.

There are four main panes on the Trace Sequence Review window. Top left is a waterfall representation of
all the trace data collected. Top right is a zoomed detail view of the trace data located within the dashed
yellow selector box. This box can be moved by click and drag or by double-clicking. The lower two panes
show the trace data under the horizontal select bar on the upper panes. The red box indicates the time
stamp for the trace under the mouse cursor.

||'i ! Trace Sequence (2) C:4REI-OPC, 20071114 Autol007.tseq

File Window Regenerate Image Detail Span

t

End of File

112042007

|
R V0 | W] T

Dretail 17734500 MHz to 1823.2500 MHz | CAREIOPCh2007111 4%40t01 007 tzeg trace count; 129

Clicking on the color bar at the left of either the OSCOR sequence pane or on the Trace Review
window can easily customize the color scheme. Not only can the colors be changed, but the gradient
spread can also be adjusted by click and drag on the black bars.

Using these tools, you can quickly discover the time and frequency of any R.F. energy captured by the
OSCOR during the Trace Sequence Record period. Burst, spread spectrum and other transmission methods
can be determined by examining the patterns displayed.

For more information on the latest OPC Software, including upgrading your OSCOR and OPC Software to
the latest version, click the link below:

http://www.reiusa.net/quick/OSCOR V5 Updates

Or, for information on using the using the OSCOR and/or the OSCOR OPC Trace Sequence Recorder, as
well as REI's TSCM training Courses, contact REl at sales@reiusa.net or visit our website at www.reiusa.net
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